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Did You Know?

 80% of companies use some form of social media as a 
recruitment tool 

 96% of the “millennial generation” belong to an online 
social network

 There are over 200 million blogs on the Internet

 Approximately 12% of married couples in the United 
States met via social media 
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 Facebook
 Over 600 million users; 60 million “status updates” per day
 If Facebook were a country, it would be the world’s third 

largest (the United States would be the fourth!)
 Twitter

 175 million users; 95 million “Tweets” per day
 LinkedIn

 90 million members
 Hiring solution used by 69 of the Fortune 100 companies

Social And Professional Media Forums
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Social And Professional Media Forums

 Youtube
 Over 100 hours of video added every 5 minutes

 Wikipedia
 78 million users per month
 15 million articles; 1,700 articles added every hour

 Flickr
 Over 5 billion images; blog hosting

 Google
 Largest search engine; also offers social media and 

photo sharing tools
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Overview 

 Social Media Is Increasingly Used in Recruiting and 
Screening of Job Applicants

 Social Media Can Compound and Exacerbate 
Discrimination/Harassment Concerns

 What is An Employee’s Duty of Loyalty? 
Disparagement/Defamation of Employer, Competitors, 
Customers, or Co-Workers

 Limitations on the Employer’s Ability to Control 
Employee’s Internet Activity:  NLRB Developments 
 Use of Employer E-Mail
 Facebook and Other Social Media
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Overview 

 Emphasis on Section 7 rights and individual claims of 
violation of the right to engage in Protected Concerted 
Activity

 Other Issues
 Right to Privacy and Freedom of Speech 
 Attorney Client Privilege
 Mobile Technology and the Continuous Workday

 Developing Effective Policies for Social Media and 
Electronic Communications
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Using Social Media 

to 

Screen Job Applicants

7-7



Screening Job Applicants: Advantages

 Approximately 77% of hiring managers report using 
social media sites to screen job applicants. 
(ExecuNet.com survey)

 Useful to identify talent and recruit applicants.

 May provide a mechanism to verify/corroborate 
information provided in hiring process.
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Screening Job Applicants: Advantages

 May allow employer to get a sense of applicant “as a 
person” including: communications skills, marketing skills, 
community involvement, hobbies, social causes.

 May be useful in screening-out candidates who are 
unsuitable for certain types of jobs (e.g., security 
clearance, sensitive information, working with vulnerable 
populations, high visibility jobs).
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Screening Job Applicants: Concerns

 Disparate Impact in Recruiting:

80% of employers use social media as a recruitment tool, 
yet African-Americans and Latinos are substantially under-
represented in social media use. This should be of 
particular concern to Affirmative Action employers, 
including government contractors. 
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Screening Job Applicants:  Concerns

 Discrimination: “Too Much Information” (TMI)

Permissible inquiries in the hiring process are governed by 
numerous laws and regulations.  Individuals often post 
personal information on social media websites that an 
employer would never learn through the interview process 
(e.g.,: marital status, children, sexual orientation, 
disability/genetic information, religious or political 
affiliation). Once the employer knows this information, 
even if it does not rely upon it for the hiring decision, 
concern that an applicant will perceive and/or file claim of 
discrimination if not hired, or if subjected to adverse 
treatment once hired.
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Screening Job Applicants:  Concerns

 “Surveillance” Claims: 

NLRA prohibits employers from interrogating or engaging 
in surveillance of employees or prospective hires 
concerning union affiliation or views on unionization.  If 
employer learns of such affiliation/affinity by viewing 
social media websites, it could again be faced with the 
dilemma of “TMI”. 
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Screening Job Applicants: Concerns

NOTE: This discussion assumes that any online screening 
by the employer is limited to public information.  To the 
extent the employer’s online searches access restricted or 
confidential information (e.g.,: credit information, criminal 
history, medical information), employer could potentially 
be in violation of applicable laws including FCRA, CORI, 
M.G.L. c. 151B, HIPAA, etc.
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Screening Job Applicants:  Best Practices

 Think before you surf!

 Develop a policy/process to identify “legitimate business 
purposes” supporting your online investigations.

 Consistently apply your policy/process.

 Debate as to whether employers should notify job 
applicants in advance of searching social media websites.

 Limit online searching to a trained group of HR staff to 
minimize claims of surveillance by management.
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Concerns About Social Media:

Discrimination/Harassment
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Discrimination and Harassment

 E-mail and social media provide new vehicles to 
perpetuate and memorialize harassment and discrimination 

 The technology may be new, but harassment is an age-old 
problem 

 Prevalence, informality, and perceived “private” nature of 
e-mail messages often cause individuals to memorialize 
comments they would never put into a letter or 
memorandum 

 Permanency of e-mails and social media is often not 
appreciated by employees or managers

 “E-Discovery” is one of the most active areas in 
employment discrimination litigation today
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Discrimination and Harassment

 In the past, employers’ concern about harassment and 
discrimination was primarily limited to the workplace or 
work-sponsored events.  With the advent of PDAs, social 
media, and other technology, an employee can be a victim 
of harassment or discrimination 24/7

 Much harder for employers to avoid liability based on a 
claim that the conduct occurred “outside the workplace”
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Discrimination and Harassment:  
Employer Liability

 Massachusetts employers are generally liable for 
harassment perpetrated against a subordinate employee by 
a supervisor.

 Employer will be liable for harassment of employee by a 
co-worker where it “knew or should have known” of the 
harassment and failed to take prompt and effective 
remedial action.
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Discrimination and Harassment:  
Employer Liability

 Employer bears the same liability for harassment 
perpetrated by e-mail/social media as for any “other” form 
of harassment; prevention and prompt and effective 
response is key.

 Employers Electronic Communication Policy and Anti-
Harassment/EEO Policies should prohibit the use of 
electronic media to engage in harassing or discriminatory 
behavior. 
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Discriminatory Blog Posting:  
He Said What?

Boston, M.A. (2005):  Local columnist hired to teach 
summer-term class at Boston University School of 
Journalism fired after first week of employment due to 
comments made on his blog.  Columnist identified both the 
school and the course in his blog.  After criticizing his 
students for not reading newspapers, he proceeded to 
discuss a female student whom he deemed “incredibly 
hot.”  Columnist made specific references to the student’s 
body, including references based on ethnic and religious 
stereotypes.

(As reported on BostonSportsMedia.com and poppolitics.com)
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Concerns About Social Media:

Employee Duty of Loyalty:
Disparagement/Defamation of 

Employer, Competitors, 
Customers, or Co-Workers
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Unacceptable Employee Conduct

 As a general proposition, private-sector employers have a 
legitimate business interest to discipline and/or terminate 
employees who:
 are disloyal;
 disclose confidential information;
 disparage or defame the company, its competitors, or its 

customers; or
 engage in behavior that is unlawful or scandalous, with 

the potential to damage the employer’s reputation.
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Example:  Fired Over Facebook 

Boston, M.A. (2008):  18 year old New England Patriots 
Cheerleader is terminated after photos surface on Facebook 
(and later on other sites) depicting her and a female friend 
mugging for the camera next to a young man passed-out on 
a couch.  In the photo, numerous words had been written 
on the man’s body in magic marker, including homophobic 
and anti-Semitic slurs.

(As reported on bostonherald.com 11/5/2008)
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Example:  Fired Over Facebook

Charlotte, N.C. (2010):  Pizza restaurant terminates 22 
year-old waitress who posted a complaint on her Facebook 
page about two customers who remained in the restaurant 
for 3 hours, forcing the waitress to stay one hour past her 
quitting time, and then only tipped her $5.00.  Though she 
did not identify the customers in the post, she referred to 
them with profanity, and called them cheap.  Restaurant 
cited company policies that prohibit employees from 
“speaking ill” of customers and “depicting the restaurant 
negatively on social networking sites.”

(As reported on UPI.com 5/17/2010 and cbsnews.com 5/25/2010)
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Example:  Fired Over Facebook

Ottawa, Canada (2007):  Farm Boy chain of grocery stores 
discovers 186 people, including a large number of 
employees, are participating in a Facebook forum entitled 
“I got Farm Boy’d.”  The forum contained a company logo 
with a large red circle with a slash through it.  Many posts 
complained of unpleasant employee encounters with 
customers; several referred to store customers as “stupid” 
or “lazy.”  After reviewing posts, employer fired 7 
employees for “making verbal attacks against customers 
and staff” and breaching company code of ethics. 

(As reported on canada.com 1/18/2007)
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Limitations On The Employer’s 
Ability To Control 

Employee’s Internet Activity:

National Labor Relations Act
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NLRA Section 7 Rights 

“Employees shall have the right to self-organization, to 
form, join, or assist labor organizations, to bargain 
collectively through representatives of their own choosing, 
and to engage in other concerted activities for the purpose 
of collective bargaining or other mutual aid or protection, 
and shall also have the right to refrain from any or all such 
activities except to the extent that such right may be 
affected by an agreement requiring membership in a labor 
organization as a condition of employment . . . ”

29 U.S.C. §157.  (Emphasis added)
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NLRA Section 7 Rights

 Section 7 has been interpreted and applied by the NLRB to 
protect the right of employees to communicate with each 
other concerning terms and conditions of employment, 
including communications that reflect negatively on the 
employer and/or supervisors. 

 Evolving area of the law with respect to employer policies 
concerning the use of e-mail and other electronic media.  
Two key considerations: 
 Facial validity of policy
 Uniform/discriminatory enforcement

 “Social Media” and “Use of Employer E-Mail” are 2 of the 
top 5 “Hot Topics” at the NLRB
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E-Mail
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Use of Employer E-Mail:  
Register Guard

Guard Publishing Co., 351 NLRB 1110, 1114 (December 16, 2007), 
enf. granted in part, denied in part 571 F.3d 53 (D.C. Cir. 2009), on 
remand 357 NLRB No. 27 (July 26, 2011).

 Employees do not possess an inherent, statutory right to 
use employer’s e-mail system for Section 7 purposes.  
“The [Employer’s] communications system, including its 
e-mail system, is the [Employer’s] property, and was 
purchased by the [Employer] for use in operating its 
business.”

 Employer policy prohibiting use of e-mail system for “non 
job-related solicitations” is facially valid.  
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Register Guard

 Punishment of employees using employer-provided e-mail 
system for union-related activity will be scrutinized for 
discriminatory application, as with alleged violation of 
non-solicitation/distribution policies.

 Board adopts new test that “unlawful discrimination 
consists of disparate treatment of activities or 
communications of a similar character because of their 
union or other Section 7- protected status.”

 If policy is neutrally drafted and applied, the fact that 
union-related communications fall on the prohibited side of 
the line does not give rise to a Section 7 violation.  
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Register Guard

 An employer thus would clearly violate the Act if it 
 permitted employees to use e-mail to solicit for one 

union, but not another, or 
 permitted solicitation by antiunion employees but not 

by pro-union employees.  
 In either case, the employer has drawn a line between 

permitted and prohibited activities on Section 7 grounds. 
 Nothing in the Act prohibits an employer from drawing 

lines on a “non-Section 7 basis”.  
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Register Guard

 For example, an employer may draw a line between 
charitable solicitations and non-charitable solicitations, 
between solicitations of a personal nature (e.g., a car for 
sale) and solicitations for the commercial sale of a 
product (e.g., Avon products), between invitations for 
an organization and invitations of a personal nature, 
between solicitations and mere talk, and between 
business related use and non-business related use. 
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Register Guard

 Divided NLRB found discriminatory enforcement with 
respect to one out of three e-mails in question because it 
was not a “solicitation” as prohibited by employer policy.

 NLRB majority held that Employer permissibly disciplined 
employees for two e-mails it deemed organizational 
“solicitations” prohibited by its computer use policy.  
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Register Guard
 Upon review, the U.S. Court of Appeals reached a contrary 

result finding that Employer’s discipline of employees for 
sending all three e-mails constituted discriminatory 
enforcement because the Employer’s policy made no 
distinction concerning the “organizational status” of e-mail 
solicitations.  

 Court of Appeals ruling was based largely on absence of 
employer discipline of any other employees for any e-mail 
messages other than those at issue in this case even though 
the employer knew it was used for party invitations, baby 
announcements, offers of sports tickets and requests for 
services such as dog walking. 
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Register Guard

 July 26, 2011:  On remand from the D.C. Circuit Court of 
Appeals, NLRB held that all three acts of discipline by the 
employer violated Section 7.

 Significantly, a three member NLRB panel did not disturb 
the 2007 standard prohibiting “discrimination along Section 
7 lines”.

 But stay tuned—NLRB may be getting ready to revisit this 
issue once again… 
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Register Guard—Lessons

 An employer may impose distinctions on employee use of 
e-mail, so long as distinctions are not based on Section 7 
protections.

 The standard is 
 uniform application of 
 a facially permissible policy.

 Changes to policy or enforcement of existing policy in the 
face of organizational activity could result in a finding of 
an unfair labor practice.
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Protected 
Concerted Activity
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NLRB Enforcement: Hispanics United 
Of Buffalo (9/2/2011 ALJ Decision)
 In advance of meeting with management about working 

conditions, an employee posted to her Facebook page a co-
worker’s allegation that employees “do not do enough” to 
help the organization’s clients.

 The post generated multiple responses from other 
employees—defending their job performance and 
criticizing working conditions.
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 Co-worker named in original post complained to Executive 
Director of HUB.

 After individual meetings with the Executive Director, the 
Employer discharged the five employees who participated, 
claiming that their comments constituted bullying and 
harassment of the co-worker mentioned in the original post.

NLRB Enforcement: Hispanics United 
Of Buffalo (9/2/2011 ALJ Decision)
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 ALJ held that the Employer (a non-unionized social service 
organization) violated Section 7 and ordered reinstatement 
of the five employees.

 ALJ found that the postings were protected, concerted 
activity, noting that employees “have a protected right to 
discuss matters affecting their employment amongst 
themselves”. (broadly defined)

NLRB Enforcement: Hispanics United 
Of Buffalo (9/2/2011 ALJ Decision)
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 ALJ held that the employees were responding to criticism 
of their job performance and they believed the co-worker 
would report to management. ALJ noted that discussions 
about “explicit or implicit criticism by a co-worker” are 
protected by Section 7.

 ALJ found protected, concerted activity even though the 
employees were not trying to change working conditions, 
did not communicate their concerns to management, and 
there was no evidence they intended to take further 
organized action.

NLRB Enforcement: Hispanics United 
Of Buffalo (9/2/2011 ALJ Decision)
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 ALJ rejected Employer’s stated rationale for termination –
noting that the content of the employees’ Facebook 
postings did not violate HUB’s anti-harassment policies.

 ALJ noted the absence of any misconduct by the employees 
that would cause them or their postings to lose the 
protections of the NLRA.

NLRB Enforcement: Hispanics United 
Of Buffalo (9/2/2011 ALJ Decision)
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NLRB Enforcement:
Knauz BMW (9/28/2011—ALJ Decision)

 Employer terminated employee for posting photos and 
comments critical of the dealership on Facebook.

 Employee and co-workers were displeased with the quality 
of food and beverages (hot dogs, bagged chips, cookies, 
and bottled water) served at promotional event for new 
BMW model.  Employees feared that their commissions 
could suffer as a result.  Employee posted photos and 
sarcastic comments on his Facebook page.
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NLRB Enforcement:
Knauz BMW (9/28/2011—ALJ Decision)

 Employee also posted photos and facetious comments 
about accident at another Knauz dealership where a 13 
year old drove a $50k Land Rover into a pond during a test 
drive.

 ALJ held that employee’s comment about the food at test 
drive event was protected, concerted activity because of 
possibility that it could negatively affect commissions.
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NLRB Enforcement:
Knauz BMW (9/28/2011—ALJ Decision)

 ALJ reached this conclusion even though no other 
employees participated in or commented on the Facebook 
posting.  ALJ concluded it was “logical outgrowth of 
criticisms by this employee and others during prior sales 
force meeting”.

 ALJ rejected argument that the Facebook posting was 
disparaging and therefore lost protection under the NLRA.
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NLRB Enforcement:
Knauz BMW (9/28/2011—ALJ Decision)
 ALJ did, however determine that Employer’s decision to 

terminate employee was lawful based on content of 
Facebook posting concerning Land Rover accident.

 ALJ credited testimony of managers that termination was 
based upon employee’s facetious and insensitive 
comments about serious and potentially deadly accident.
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NLRB Enforcement:
Knauz BMW (9/28/2011—ALJ Decision)

 ALJ determined that Facebook posting about the accident 
was not protected under NLRA because “it was posted 
solely by [employee]” and “had no connection to any other 
employees’ terms and conditions of employment”.

 ALJ did not reach the question of whether the Land Rover 
comments were so disparaging or offensive so as to lose 
protection under Section 7.
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NLRB Enforcement:
Three D, LLC (1/3/2012—ALJ Decision)

 CT Sports Bar/Restaurant terminated two employees who 
had posted critical comments about its accounting and tax 
withholding practices on the Facebook “wall” of a former 
employee.

 Employer also threatened legal action against one of the 
employees, claiming defamation and demanding a 
retraction—threat made verbally and in letter from 
Employer’s attorney.
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NLRB Enforcement:
Three D, LLC (1/3/2012—ALJ Decision)

 ALJ found that employee terminations violated the NLRA 
because Facebook communications with employees, 
former employees and customers about tax withholding 
practices were protected, concerted activity under      
Section 7.

 For the same reason, ALJ found that the threats of a 
lawsuit violated Section 7. 
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NLRB Enforcement:
Three D, LLC (1/3/2012—ALJ Decision)

 ALJ did, however, conclude that the Employer’s 
Internet/Blogging Policy providing that employees could 
be disciplined for disclosing “confidential and proprietary 
information” or “engaging in inappropriate discussions 
about the company, management and/or co-workers” and 
requiring employees to identify all opinions as their own, 
did not violate Section 7.

 ALJ found that the policy “was directed toward 
maintaining the company’s reputation with respect to the 
general public”
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NLRB Enforcement:
Other Sources
 NLRB Office of the General Counsel “Advice 

Memoranda”
 August 2011
 January 2012

 Weyerhaeuser Company (NLRB—ALJ): Decided 
January 30, 2012.  Electronic Use Policy does not 
violate act; Company Information Notice regarding 
use of email system does violate act.
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Social Media and Employee’s 
Section 7 Rights 

The law is evolving on how to strike the right balance 
between
 Employer’s interest in policing employee disloyalty, 

insubordination, or disparagement of customers
vs.

 Employees’ Section 7 right to engage in protected, 
concerted activity that is critical of the employer, 
supervisors, or terms and conditions of employment.
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Evaluating Employer Policies

 In evaluating whether an employer’s Social Media Policy 
“would reasonably tend to chill employees in the exercise 
of their Section 7 rights,” the NLRB will consider if the 
policy: 
 Explicitly restricts employees in discussing or 

criticizing wages, benefits, supervisors, or other terms 
and conditions of employment (i.e., Section 7 Rights), 
broadly defined and in any forum; OR
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Evaluating Employer Policies

 1. Employees would reasonably construe policy as 
restricting such behavior;

 2. Policy was promulgated in response to union activity; or

 3. Policy has been applied to restrict such behavior.
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Balancing Section 7 Rights And 
Employee Duty Of Loyalty 

 Employers should strive to:  
 draft policy that is facially valid; and 
 ensure uniform enforcement of that policy.
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Balancing Section 7 Rights And 
Employee Duty Of Loyalty 

Factors to Consider:
 Does subject of communication relate to a term or 

condition of employment? (broadly defined)
 Are two or more employees involved, or is one employee 

voicing group complaints or seeking to initiate group 
action?

 Do the statements rise to the “level of disparagement” 
necessary to “deprive otherwise protected statements of the 
protections of Section 7”?
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NLRA:  Unlawful Surveillance

 Developing area in the context of social media
 Claims of unlawful surveillance can arise from 

 Employer monitoring of employee use of social media, 
or 

 Reviewing social media activities of prospective 
employees, 

to the extent that such monitoring provided employer with 
information as to;
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NLRA:  Unlawful Surveillance

 Employee interest or activity in union
 Views of employees/applicants with respect to union 

membership 
 Activities of the union
 Protected employee discussions about the employer, 

supervisors or terms and conditions of employment.
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Limitations On The Employer’s 
Ability To Control Employee’s 

Internet Activity:

Right To Privacy And Freedom 
Of Speech
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 Applicable to public-sector employees:
 Fourth Amendment:  Protects employees against 

unlawful search and seizure.  Has been applied in the 
employment context to both traditional “searches” as 
well as employer’s monitoring of online activity.

 First Amendment/Freedom of Speech:  May protect 
public comments by employees in a variety of settings 
including online communications such as blogs, 
Facebook, etc.

Constitutional Rights
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City of Ontario v. Quon, 130 S.Ct 2619 (2010)
 City issued two-way pagers to police officers that could 

send and receive text messages.  Each pager was allotted a 
certain amount of characters that it could send or receive.  
After continuously exceeding the monthly text message 
limit, the police department conducted an audit that 
revealed that many of the messages sent and received on 
Officer Quon’s pager were not work related, and some 
were sexually explicit messages sent to his wife and 
mistress. 

Fourth Amendment:
City of Ontario v. Quon
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 City’s Computer Usage, Internet and E-Mail Policy 
provided that: 

“[the City] reserves the right to monitor and log all network 
activity including e-mail and Internet use, with or without notice.  
Users should have no expectation of privacy or confidentiality 
when using these resources.”

 Policy did not apply on its face to text messaging, 
however, the City made it clear to employees that it would 
treat text messaging the same way it treated emails. 

City of Ontario v. Quon
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 Supreme Court found that even assuming that Quon had a 
reasonable expectation of privacy, the search was 
reasonable.  

 The Court found that the City had a legitimate, work 
related rationale for the search and it was not overly 
intrusive.  

 Importantly, the Court noted that it would not have been 
reasonable for Quon to have concluded that his messages 
were in all circumstances immune from review. 

City of Ontario v. Quon
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 Supreme Court declined to consider claims under SCA, or 
to determine whether the Fourth Amendment applied in 
this context, instead indicating:  

“The judiciary risks error by elaborating too fully on the 
Fourth Amendment implications of emerging technology 
before its role in society has become clear.”   

City of Ontario v. Quon
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 Court held that, in analyzing the Fourth Amendment’s 
application to government employers, it would utilize a 
two-step approach that focused on:
 the “operational realities” of the workplace to 

determine if an employee’s constitutional rights are 
implicated; and

 where an employee has a legitimate privacy 
expectation, the employer’s intrusion upon that 
expectation should be judged by the standard of 
reasonableness under all circumstances.

City of Ontario v. Quon
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“A person shall have a right against unreasonable, 
substantial or serious interference with his privacy.  The 
superior court shall have jurisdiction in equity to enforce 
such right and in connection therewith to award damages.”

 Balance between employer’s legitimate business interests 
and employee’s reasonable expectation of privacy. 

Statutory Right To Privacy:  Massachusetts 
General Laws, Ch. 214, Section 1B
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Restuccia, et. al. v. Burke Technology, Inc., Middlesex Superior Court, C.A. 
No. 95-2125, 1996 WL 1329386 (August 13, 1996).

 Employees may have an expectation of privacy in e-mail 
communications in absence of explicit policy by employer 
putting employees on notice of e-mail monitoring. Jury 
later determined that employer did not breach statute, 
where it put forward evidence that employer’s e-mail 
monitoring practices were “common knowledge” and that 
e-mails in question were reviewed for productivity 
purposes.  

Statutory Right To Privacy:  Massachusetts 
General Laws, Ch. 214, Section 1B
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Statutory Right To Privacy:  Massachusetts 
General Laws, Ch. 214, Section 1B

Garrity v. John Hancock Mutual Life Ins. Co., No. 00-12143-
RWZ (D.Mass. 2002). 

 Employees terminated for receiving sexually explicit e-mail 
did not have causes of action for invasion of privacy, 
unlawful interception of wire communications or other 
claims.    

 Employees had no reasonable expectation of privacy. 
Employer had explicit policy, reminded employees of 
policy, and notified employees of situations in which other 
employees were disciplined under the policy.  
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Statutory Right To Privacy:  Massachusetts 
General Laws, Ch. 214, Section 1B

 Court also noted that even if reasonable expectation were 
established, employer’s obligations to prevent workplace 
harassment under federal and state anti-discrimination 
statutes would likely trump such privacy rights.  
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Limitations On The Employer’s 
Ability To Control 

Employee’s Internet Activity:

Attorney-Client Privilege
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National Economic Research Associates, Inc. 
v. Evans, 21 Mass. L. Rptr. 337 (2006)

 Prior to leaving his employment, Evans conferred with his 
private attorney by e-mail, with Evans sending and 
receiving e-mails from his personal, password-protected 
Yahoo e-mail account, rather than his NERA e-mail 
account.  Evans often used his NERA issued laptop to make 
these communications.  

 After Evans departed, NERA sought court permission to 
review these emails, arguing that Evans’ use of its laptop 
was governed by policy providing that e-mails on the 
network, and websites visited by employees, could be 
reviewed by the employer. 
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National Economic Research Associates, Inc. 
v. Evans, 21 Mass. L. Rptr. 337 (2006)

 Superior Court denied employer’s request to view the 
Yahoo e-mails, stating that “if an employer wishes to read 
an employee’s attorney-client communications 
unintentionally stored in a temporary file on a company-
owned computer that were made via a private, password-
protected e-mail account accessed through the Internet, not 
the company’s Intranet, the employer must plainly 
communicate to the employee that:  (1) all such e-mails are 
stored on the  hard disk of the company’s computer in a 
“screen shot” temporary file; and (2) the company 
expressly reserves the right to retrieve those temporary files 
and read them.”  
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Developing Effective Polices For 
Social Media and Electronic 

Communications
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 Put employees on notice that they should have no 
expectation of privacy arising from their use of employer-
owned/supplied/reimbursed communication devices, 
including: e-mail, voicemail, telephones, PDAs, Internet, 
computers, and other electronic devices.

 Uniform application and enforcement of facially neutral 
policies is key.  

Effective Policies
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 Policy should be clear and should cover all information 
created, stored, received, viewed or transmitted on or by 
any employer-supplied device.

 Be clear as to coverage of policy (e.g., employer owned, 
employer reimbursed).

 Specifically identify employer’s right to monitor, search, 
access, read, inspect all devices and content.

Effective Policies
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 Be clear as to coverage of information stored on hard 
drives, e.g., “screen shots”, temporary files. (Evans)

 Legal distinction between an employer accessing 
information stored locally on its equipment (e.g., hard 
drive) versus using a password found on its hard drive to 
access information stored elsewhere (e.g., commercial 
email account).  
(Federal Stored Communications Act)

Effective Policies
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 Address any issues specific to your company or industry, 
e.g., regulatory issues for banks, privacy for health care 
providers.

 Policy should be in writing, reviewed regularly, and 
distributed at least annually.

 Maintain documentation regarding implementation and 
enforcement of policy.

 Consider notifying all employees on a periodic basis about 
company’s recent monitoring activities.

Effective Policies
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 Spectrum ranging from “business purposes only” to full 
usage for personal purposes. Be realistic.
 Many employers develop policy detailing that Internet/    

e-mail are primarily for business purposes, but permit 
“incidental” personal use on non-working time that does 
not involve illegal or potentially offensive/harassing 
conduct.

 Specifically exempt Section 7 activity.
 Do not over-reach as to personal e-mail accounts or 

“keystroke capture” of passwords. (SCA violation)

Effective Policies
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Mobile Technology 

& 

The Continuous Workday
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 Remember when we went home from work?

 When nighttime ideas were recorded in notebooks, not in 

e-mails sent to others?

 Remember when we had to come to work to do our work

 Remember when a clear (or clearer) line between work and 

non-work time existed for most employees?

Work Time: Mobile Technology
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 With the pros (and cons) of technology come issues of 
productivity and work time:
 Potential new class of wage and hour litigation
 Pay, including overtime, for off-hour use of 

technology
 Proliferation of cases where employees (individually or 

collectively) seek pay for so-called off-the-clock work 
time

 Employer difficulty in defending enhanced by fact that 
employers rarely have records of such time

Work Time: Mobile Technology
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Work Time: Mobile Technology

Examples of Recent Cases:
 2009—Group of T-Mobile USA sales representatives brought  

complaint for unpaid wages and overtime for time spent off-hours 
reviewing and responding to work related emails and text messages.

 2010—Sergeants with Chicago Police Department sought unpaid 
overtime for off-the-clock use of their PDAs provided by the 
employer, alleging the City required them to carry PDAs and required 
them available on-call 24/7.

 2009—Maintenance employees filed complaint seeking compensation 
for unpaid overtime based on off-hour (off the clock) use of PDAs.  
Alleged employees were required to respond to messages.
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Encompassing “Work Time” Definition

 FLSA Definition of Work Time: All time employee 
is suffered or permitted to work . . .

 Massachusetts Definition of Work Time:  All time 
during which an employee is required to be on the 
employer’s premises or to be on duty, or to be at 
the prescribed work site, and any time worked 
before or beyond the end of the normal shift to 
complete the work  . . .
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Recent/Current Issues

 Work at home
 Meal Periods (interrupted, etc.)
 Donning and Doffing
 Mobile devices
 Commuting during workday/away from office
 On-call 
 Pre and post shift activities
 Clock-in variations
 Business travel
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Basic Steps to Take

 Solid understanding of your workplace requires an 
analysis of employee workday and schedule

 Gaining understanding of when and where work is 
happening outside workplace

 Varies from organization to organization…fact-
specific look at your particular workplace
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 Outcome of disagreements will normally vary 
depending upon if employee is exempt or non-
exempt:
 Non-Exempt—employees are paid based upon 

actual time worked
 Exempt employees—salary is intended to pay 

for all work time, regardless of quantity

Exposure
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Example:  Mobile Device and 
Non-Exempt Employees
 Cases across the nation involving non-exempt 

employees receiving and responding to emails and 
phone calls outside of the workplace

 If an employee merely has access to system and 
ability to retrieve message, is this work time?
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Example: Mobile Device and Exempt 
Employees
 Example:  Exempt employee is on vacation.  

Employee receives so many emails and calls while 
on vacation that he can not enjoy his vacation time

 Exempt employee returns to work and states that 
vacation days should be reinstated because he was 
not able to take vacation as promised
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Example: Mobile Device and Exempt 
Employee
 Massachusetts Chapter 149, section 148 requires an 

employer to provide (or pay at separation) accrued 
unused vacation time earned under agreement

 Treble damages for failure to pay

 In example, employee states he has many weeks of 
unused vacation because of excess mobile device 
use while on vacation.  Employer disagrees.
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Example: Mobile Device and Exempt 
Employee
 Exempt employee states that he is never able to 

take a ½ hour meal period because he never goes a 
½ hour without interruption via PDA

 Problem:  Massachusetts law requires every 
employee be provided with a ½ uninterrupted meal 
break for every 6 hours of work performed
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Best Practices

 Be aware of the problem—unpaid work-time is one 
of the most heavily litigated wage-hour topics

 Solid understanding of your workplace requires an 
analysis of employee workday and schedule

 Gain an understanding of when and where work is 
happening outside workplace

 Varies from organization to organization…fact-
specific look at your particular workplace
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Best Practices

 Develop policies and practices for employees who 
have mobile devices or outside access to office 
systems

 Non-exempt employees:  limit access outside work 
hours, have policies, spot-check compliance

 Exempt employees:  establish boundaries on use of 
technology during vacation; consider possible 
modifications to vacation policy
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Best Practices

 Ensure proper employee classification (exempt vs. 
non-exempt)

 Solid timekeeping

 Train Managers
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 This is a rapidly evolving area with new technology and 
new case law developing almost daily.

 Know your workplace and what is realistic. Don’t 
overreach.

 Develop facially neutral policies and enforce them 
uniformly.

 Update your policies at least annually.
 Better to have no written policy than an illegal one or a 

clearly overbroad and discriminatorily enforced policy. 
 And remember, the devil is in the details!

Summary
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Electronic Communications In The 
Social Media Age: 

What Is An Employer To Do - Or Not To Do?
Arthur P. Murphy & Geoffrey P. Wermuth

http://www.mhtl.com/assets/PDF/HR-Advisor-Electronic-
Communications-In-The-Social-Media-Age.PDF 

7-96



Questions?
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