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Retirement Plan Risks

• Common risk types 
– Practitioners have become familiar
– Impact differs by plan type

• Interest rate risk
• Inflation risk
• Investment risk
• Longevity risk
• Legislative risk
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Retirement Plan Risks

• Subject of much activity in recent past
– Asset/liability matching
– Shift to defined contribution plans
– Shift toward cash balance designs
– Annuity purchases
– Lump sum windows
– Plan closures
– Plan freezes
– Plan terminations

4B-3



Retirement Plan Risks

• Are these the only risks for plan sponsors?
– Easiest to identify
– Well-known to CEOs and CFOs
– Easiest to quantify in terms of dollars
– Well-established mitigation strategies
– But . . .
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What Is Operational Risk?

• Defined as any of the specific risks associated 
with operating a retirement plan, such as:
– Vendor and/or staff errors 
– Systems failures 
– Criminal activities

and/or fraud 
– Other disruptions of

business processes 
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What Is Operational Risk?

• Some examples:
– Phantom optional forms applied
– Elapsed period-certain not curtailed
– Easy “hardships”
– Expensive “savings”
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What Is Operational Risk?

• Typically occurs due to:
– Inconsistent application of processes 
– Non-alignment of procedures with plan documents and the law 
– Non-documented procedures 
– Poor checks and balances 
– Continually evolving plan designs 
– Issues arising from mergers and acquisitions
– Continually changing regulatory frameworks 
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So, What Now?

• Aren’t these isolated incidents?
• Don’t I just need a new vendor?
• While there may be some overlap, 

aren’t the root causes unrelated?
• How can a single game plan

suffice for all of  these risks?
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A Framework for Managing 
Operational Risk

1. Recognize limits on co-fiduciaries/third party administrators (TPAs)
2. Integrate with corporate governance structure 

(or other internal controls for non-corporate sponsors)
3. Leverage any existing risk management infrastructure
4. Develop key performance and risk measures
5. Institute process review/benchmarking for all vendor relationships
6. Employ well-documented data security policies/protocols
7. Incorporate comprehensive investment policy statement(s) (IPS)
8. Regularly conduct operational audits and risk assessments
9. Coordinate due diligence documentation across framework
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A Framework for Managing 
Operational Risk

1. Recognize limits on co-fiduciaries/third party 
administrators (TPAs)
– Outsourced shouldn’t mean out-of-mind
– Active vendor management 

improves all scenarios
– Fiduciary responsibilities 

cannot be off-loaded
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A Framework for Managing 
Operational Risk

2. Integrate with corporate governance structure                     
– Post-Sarbanes-Oxley, proper corporate governance structure is 

better understood
– Retirement plan governance should tie-in
– Non-corporate sponsors can leverage 

other internal controls
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A Framework for Managing 
Operational Risk

3. Leverage any existing risk management infrastructure
– Existing structure can inform and 

expedite establishment of framework
– Lack of existing structure for small 

plan sponsors not expeditious, 
but not insurmountable
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A Framework for Managing 
Operational Risk

4. Develop key performance and risk measures
– Establish thresholds across all plan 

functions internally and externally
– Negotiate meaningful service 

level agreements (SLAs)
for every vendor contract

– Enforce agreements utilizing 
external assistance, if needed
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A Framework for Managing 
Operational Risk

5. Institute process review/benchmarking for all 
vendor relationships
– Properly discharges several fiduciary duties
– Benchmark expenses and fees 

at least every three to five years
– Comprehensive customized request 

for proposal (RFP) process at least 
every five to seven years 
(assumes benchmarking)

4B-14



A Framework for Managing 
Operational Risk

6. Employ well-documented data security policies/protocols
– Broad topic with many separate implications
– Very common and potentially very costly plan risk
– Should dovetail with 

organization’s own 
internal policies

– Must ascertain that all 
vendors treat data accordingly
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A Framework for Managing 
Operational Risk

7. Incorporate comprehensive investment policy 
statement(s) (IPS)
– Provides game plan for investment program design
– Informs and sometimes 

mandates decision-making criteria
– Sets standards for monitoring 

and performance measurement
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A Framework for Managing 
Operational Risk

8. Regularly conduct operational audits and risk assessments
– Test performance and risk measures using 

statistical and non-statistical sampling
– Review service organization control (SOC) 

SOC 1 and SOC 2 audits
– Review service level agreements (SLAs) 

at regular intervals
– Conduct periodic participant satisfaction 

and service quality surveys
– Review administrative costs and other fees often
– Understand role of annual accounting audit
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A Framework for Managing 
Operational Risk

9. Coordinate due diligence 
documentation across framework
– Successes for individual components 

may be recorded by different resources
– A process is needed to bind the 

individual pieces into a cohesive unit
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A Framework for Managing Operational Risk

9. Coordinate due diligence documentation across framework
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A Framework for Managing Operational Risk

9. Coordinate due diligence documentation across framework
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A Framework for Managing Operational Risk

9. Coordinate due diligence documentation across framework
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Managing Operational Risk: 
A Success Story

Case in Point: A chemical manufacturer acquiring a spun-off entity
• Plan governance framework allowed committees to grasp changing roles
• Operational audit conducted; risks assessed; recommendations made
• Bolstered in-house administration allowed smooth 

absorption of disparate, previously outsourced plans
• Due diligence documentation compiled as protection 

for sponsor
• Future audits planned
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Avoiding Woulda, Coulda, Shoulda

Prior examples:
• Phantom optional forms applied 
 Proper documentation and training!

• Elapsed period—certain not curtailed
 Vendor management (access to test results)!

• Easy “hardships”
 Proper procedures at client or record-keeper!

• Expensive “savings”
 Continuity (and/or documentation and training)!
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Key Takeaways

• Operational risk has many facets
• Other risks get higher billing
• Losses can be monetary or reputational
• Losses can be catastrophic
• Repeatable framework required 

to manage all risks
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