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2016 ERISA Advisory Council Questions for Service Providers 
 

In its November 2016 report, Cybersecurity Considerations for Benefit Plans, the ERISA Advisory Council encouraged plan sponsors 

to solicit information from service providers, such as third-party administrators, pharmacy benefits manager, and recordkeepers, about 

their efforts to protect plan data.  Below, we list those questions in chart format to enable plan sponsors to evaluate responses.

Question Responses Risk 
Rating1 

1. Does the service provider have a comprehensive 

and understandable cybersecurity program? 

  

2. What are the elements of the service provider’s 

cybersecurity program? 

  

3. How will plan data be maintained and protected?   

4. Will the data be encrypted at rest, in transit, and 

on devices? Is the encryption automated (rather 

than manual)? 

  

5. Will the service provider assume liability for 

breaches? 

  

6. Will the service provider stipulate to permitted 

uses and disclosures on data use? 

  

7. What are the service provider’s protocols for 

notifying plan management in the case of a 

breach? Are the protocols satisfactory? 

  

                                                           

1 Although not part of the 2016 ERISA Advisory Council, it is recommended that plan sponsors determine whether a particular safeguard or lack of safeguard 
poses a significant risk to plan data. For example, plan sponsors may use a scale of 1 to 4 based upon the severity of a finding and an indicator of a priority for 
remediation. A score of “1” would indicate an adequate safeguard, and a score of “4” would indicate a priority area for remed iation or a severe area of concern.  
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Question Responses Risk 
Rating1 

8. Will the service provider agree to regular reports 

and monitoring? If so, what will those reports 

include? 

  

9. Does the service provider regularly submit to 

voluntary external reviews of its controls (such as 

SOC reports or a similar report or certification)? 

  

10. What is the level and type of insurance coverage 

that is available? 

  

11. What is the level of financial and fraud coverage 

that protects participants from financial damage? 

  

12. If the service provider subcontracts to others, will 

the service provider insist on protections (as noted 

above) in its agreement with each subcontractor? 

  

13. What controls does the service provider have in 

place over physical assets that store sensitive data, 

including when such assets are retired or replaced 

(servers, hard drives, mobile devices, etc.)? 

  

14. What are the service provider’s hiring and training 

practices (e.g., background checks and screening 

practices, and cyber training of personnel)? 

  

 


