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Build a Foundation
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Build a Foundation

• What is Cybersecurity?
– Cybersecurity is the ability to protect or defend the use of 

cyberspace from cyber attacks
• Cyberspace is a global domain within the information environment 

consisting of the interdependent network of information systems 
infrastructures including the Internet, telecommunications networks, 
computer systems, and embedded processors and controllers

• A cyber attack is an attack, via cyberspace, targeting an 
enterprise’s use of cyberspace for the purpose of disrupting, 
disabling, destroying, or maliciously controlling a computing 
environment/infrastructure; or destroying the integrity of the data 
or stealing controlled information
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Build a Foundation

• How do you protect employee 
benefits data beyond checking 
the box?
– Ensure that the core concepts of 

confidentiality, integrity, and 
availability are supported by adequate 
security controls designed to mitigate or 
reduce the risks of loss, disruption, or 
corruption of information must be your 
foundation

Confidentiality

IntegrityAvailability

11C-4



Build a Foundation

• How does an organization develop adequate security 
controls?
– Step One: Identify (data, people, regulatory framework, 

risk management framework)
– Step Two: Protect (through limitations on access, 

training, and security measures)
– Step Three: Detect (through monitoring)
– Step Four: Respond (with business 

continuity planning)
– Step Five: Recover (your data and reputation)

Recover

Respond

Detect

Protect

Identify
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Identify
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Identify

Personally Identifiable Information

Sensitive Personal 
Information

Protected 
Health 

Information

11C-7



Identify

• Determine what kind of data you have
– Personally Identifiable Information (PII)

• The term personally identifiable information refers to 
information which can be used to distinguish or trace an 
individual’s identity, such as [the person’s] name, social 
security number, biometric records, etc. alone, or when 
combined with other personal or identifying information 
which is linked or linkable to a specific individual, such as 
date and place of birth, mother’s maiden name, etc. 

(Office Of Management And Budget, Memorandum M-07-16 Safeguarding Against And Responding To The Breach Of Personally Identifiable Information)
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Identify

• Determine what kind of data you have
– Sensitive Personal Information (“SPI”)*

• Sensitive Personal Information is individually identifiable 
information protected by one or more confidentiality 
provisions that requires protection due to the risk of harm that 
could result from inadvertent or deliberate disclosure, 
alteration, or destruction of the information

*Sometimes used interchangeably with PII
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Identify

• Determine what kind of data you have
– Protected Health Information (PHI)

• Under HIPAA, PHI means information that is: 
– Created or received by a covered entity (e.g., an employer-

sponsored health plan);
– That relates to the past, present, or future physical or mental 

health or condition of an individual or the provision of health 
care to an individual, or the past, present or future payment for 
the provision of health care to an individual; and

– That identifies an individual, or there is a reasonable basis to 
believe the information can be used to identify the individual
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Identify

• Determine what kind of data you have

Medical

Dental

Vision

401(k)

Life

STD

LTD FMLA

ADA

EAP

FSA DCAP
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Identify
• Determine where the information resides in your information system

– Inventory physical devices and data
• Laptops, desktops, personal devices, copiers, scanners, fax machines

– Inventory software platforms and applications
• HRIS, payroll software, shared drives, servers, email, cloud applications, etc.

– Map data
• Specific systems and applications

– Catalogue external information systems with third-party providers
• Cloud service providers, TPAs, carriers

– Prioritize resources based on criticality
• Phone, internet access
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Identify

• Determine who has access to the data

Legal
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Identify

• Determine which regulations apply to the data
– Establish the regulatory framework

• Health Insurance Portability and Accountability Act (“HIPAA”)
• The Employee Retirement Income Security Act of 1974 

(“ERISA”) 
– 2016 ERISA Advisory Council report

• State law
• International law
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Identify
• Determine which regulations apply to the data

– HIPAA
• Applies only to “health plans”

• Establishes both Privacy and Security requirements

• Must establish administrative, technical, and physical protections to ensure 
the confidentiality, integrity, and availability of PHI

• Plans must:
– Maintain written Privacy and Security policies and procedures

– Conduct HIPAA workforce member training

– Conduct a periodic Risk Analysis 
» To assess potential risks and vulnerabilities to the confidentiality, integrity, and 

availability of its electronic PHI and implement administrative, physical, and technical 
safeguards that reasonably and appropriately address that risk analysis
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Identify

• Determine which regulations apply to the data
– ERISA

• Fiduciaries must (1) act solely in the interest of plan participants 
and their beneficiaries and with the exclusive purpose of providing 
benefits to them, (2) carry out their duties prudently, (3) follow the 
plan documents, unless inconsistent with ERISA, (4) diversify plan 
investments and (5) pay only reasonable plan expenses

• The Department of Labor (“DOL”) has not issued specific guidance 
on fiduciary obligations and cybersecurity

– Prudent plan fiduciaries must consider and react to cyber risks
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Identify

• Determine which regulations apply to the data
– ERISA

• Prudent plan sponsor considerations
– Whether agreements with plan administrators address cyber risks and 

allocate responsibility in the case of a breach

– Whether technology where plan participant and plan investment data is 
stored or transferred has vulnerabilities

– Whether service providers’ cybersecurity measures are adequately 
protecting data stored online

– Whether cyber risk management strategy effectively protects SPI and 
PHI

– Whether insurance coverage should play a role in cyber risk 
management
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Identify
• Determine which regulations apply to the data

– 2016 ERISA Advisory Council report 
• ERISA established the Advisory Council on Employee Welfare and Pension 

Benefit Plans, also known as the ERISA Advisory Council, to advise the 
Secretary of Labor in carrying out his or her responsibilities under ERISA

– It consists of fifteen (15) members appointed by the Secretary

• The Council released a report in November 2016 building upon a report from 
the 2011 Council, which focused on privacy and security issues impacting 
employee benefit plans

– Employee Benefit Plans: Considerations for Managing Cybersecurity Risks

• Significant focus: Third-Party Vendors
– See questionnaire
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Identify

Is provider’s program 
comprehensive?

What are the elements 
of the program?

How will data be 
protected and 
maintained?

Will data be encrypted? Will provider assume 
liability for breach?

Will provider stipulate 
to permitted uses and 

disclosures?

What are breach 
notification protocols?

Will regular reports and 
monitoring occur?

Does provider undergo 
voluntary reports and 
monitoring (e.g., SOC 

reports)?

What is provider’s level 
and type of insurance 

coverage?

What is the provider’s 
level of financial and 
fraud coverage?

What subcontractor 
protections required by 

agreement?

What controls does 
provider have over 

physical assets storing 
data?

What are the provider’s 
hiring and training 

practices?

• Evaluate risks associated with third-party vendors
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Identify
• Identify threats and vulnerabilities through a risk analysis

– Identify and document asset vulnerabilities
• For example, laptops are not encrypted

– Identify and document external and internal threats
• For example, employees are internal human threat because they are not trained on phishing

– Assess the likelihood of a threat occurring and its potential impact on benefits
• For example, widespread natural disaster that causes loss of power over multiple days

– Determine risk using threats, vulnerabilities, likelihood, and potential impact
• Called a Risk Analysis under HIPAA

– Identify and prioritize risk analysis response
• For example, if you don’t have written policies and procedures, that would have a high priority for 

follow up 
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Identify

• Identify threats and vulnerabilities through a risk 
analysis
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Identify

• Identify your Risk Management Strategy
– Establish priorities, constraints, risk tolerances, and 

assumptions to support operational risk decisions
– For example:

• Priority 1: Enable encryption on outgoing emails and train 
workforce members on use with SPI/PHI

• Priority 2: Encrypt all laptops, regardless of access to 
SPI/PHI

• Priority 3: Revise HIPAA Privacy and Security policies and 
procedures 

11C-22



Identify

• Identify your Risk Management Strategy
– Consider Cyber Liability Coverage
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Protect
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Protect
• Establish identity management, authentication process, and access 

control
– Limit access to physical and logical assets and associated facilities 

• Credentials 
– Username/password, two-factor authentication

• Authenticate users
– Password-based, certificate based

• Authenticate devices and other assets
– Single-factor, multi-factor

• Protect network integrity
– Intrusion Detection Systems, Intrusion Prevention Systems 
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Protect
• Establish identity management, authentication process, and access 

control
– Limit access to physical and logical assets and associated facilities 

• Physical access 
– Key cards, security badge monitoring

• Remote access
– VPN, telecommuter agreements, Bring Your Own Device (BYOD) policies

• Least privilege access
– Business need to know

– Part of the concept of “minimum necessary” under HIPAA Privacy
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Protect

• Provide awareness and training
– Inform and train all users

• Provide periodic reminders about cyber safety
• Train on protections in place and how to avoid malicious activity

– Ensure that privileged users understand roles and responsibilities
– Ensure that third-parties service providers understand roles and 

responsibilities
– Ensure that other individuals understand roles and 

responsibilities
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Protect

• Provide awareness and training

https://its.uiowa.edu/support/article/111136
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Protect

• Provide awareness and training
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Protect

• Phishing calls
– New wave of phishing attacks

• Request that individual send SPI via email
• Request that individual transfer funds
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Protect
• Talk with IT about Data Security

– What mechanism is in place to secure data at rest?
• Encrypt!

– How can we secure data in transit?
• Encrypt – TLS, HTTPS, email encryption

– TLS = Transport Layer Security

» TLS = a way for two computer applications to communicate in an encrypted manner

» Protects data confidentiality through making the message private

» Protects data integrity through a message authentication code

– HTTPS = Hyper Text Transfer Protocol Secure

» HTTPS means that all transactions between your browser and the website are encrypted

» Protects data integrity and confidentiality like TLS does

» Make sure that vendor sites through which SPI/PHI are accessed are through HTTPS

– Email encryption

» If not sending email externally through TLS, encrypt individual email
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Protect

• Talk with IT about data security
– Why is encryption important?

• Under HIPAA and other breach notification requirements, “encrypted” data is 
“secured”

• If data is “secured,” then loss of the data is not a “breach”

• However, may have an issue with ransomware if cannot establish that data 
was already encrypted when ransomware attack occurred

– What is encryption?
A B C D E F G H I  J

Y Z A B C D E F G H

A = Y
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Protect
• Talk with IT about Data Security

– Do we have a process to manage assets throughout removal, transfer, 
and disposal?

• Media reuse and disposal policies and procedures
• HIPAA refers to NIST standards

– How do we protect against data leaks?
• Monitoring access? 
• Encryption?
• Endpoint security?

– Endpoint security refers to a methodology of protecting an organization’s information systems when 
accessed via remote devices such as laptops or other wireless and mobile devices

– Examples: 
» Antivirus software

» Antispyware software

» Firewalls

» Intrusion Detection Systems/Intrusion Prevention Systems
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Detect
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Detect
• Understand anomalies and events

– Determine a baseline of activity in order to determine anomalies
• Audit program (can be software-based)

• System activity review

– Analyze detected events
• Establish communication with IT to be alerted when a cyber event may 

impact employee data

– Determine impact
• If an event occurs, understand how that can impact employee data

– Establish threshold for further action
• If a cyber event occurs, it may not necessarily require further action

• Establish a protocol to determine when an event triggers notification, etc. 
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Detect

• Be prepared to detect cyber events through 
continuous security monitoring
– Network/Information Systems
– Physical environment
– Personnel activity
– Malicious code and unauthorized code detected
– External service provider activity
– Etc.
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Respond 
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Respond
• Engage in Business Continuity Planning for Employee Benefits

– Planning
• Are benefits part of enterprise business continuity plan?

– If not, then benefits-focus planning needed

• Which data/applications are critical for employee benefits?
– Typically, HR/Benefits need phone and internet access

• Who’s on the Emergency Mode Operations team for employee benefits?
– IT, Benefits, etc.

– Communication
• How are incidents reported to IT? 

– Email? 

– Phone?

• How can employees communicate with HR/Benefits during a widespread emergency?
– Blast text messages?

– Phone recordings?

– Intranet posting?
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Respond
• Engage in Business Continuity Planning for Employee Benefits

– Analysis 
• Is the event understood well enough to support response and recovery?

– Mitigation
• How do we prevent expansion or repetition of an event?

• How do we mitigate the impact of the event?
– Will credit monitoring be necessary?

– Improvements
• Do policies and procedures need to be changed?

• Do we need new or additional training?
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Recover 
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Recover 
• Make a plan to recover after an incident

– What data is primarily stored with third parties such as TPAs, carriers, 
and consultants?

– Is our data duplicated on our own systems?
• If so, is that data managed in a manner so that it’s not subject to the same 

vulnerabilities as our primary data?

• Is our data saved into the cloud?

– Do we have a process to incorporate lessons learned into our recovery 
planning?

– How will we manage public relations?
– How will we protect our reputation after an event?
– How will we communicate with internal and external stakeholders?
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Action Plan
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Action Plan
• Map out employee data and put each component in its proper bucket
• Annually review who has access to employee data

– Make sure that job descriptions include need for access through specification of 
job duties

• Annually meet with IT to determine if electronic safeguards are adequate 
and appropriate to protect the data

• Train individuals who have access to employee data on privacy duties and 
tools to protect CIA of employee data

• Work with IT to assess security of third parties accessing or maintaining 
employee data on your behalf

• Make sure that employee benefits data is part of a written business 
continuity plan
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Key Takeaways

• Understand your data
• Conduct a risk analysis
• Incorporate results from risk analysis into risk 

management strategy
• Have a business continuity plan for benefits data
• Update periodically
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Not Legal or Tax Advice
The intent of this presentation is to provide you with general information regarding the status of, and/or potential 
concerns related to, your current employee benefits issue. It does not necessarily fully address all your specific 
issues. It should not be construed as, nor is it intended to provide, legal or tax advice. Questions regarding specific 
issues should be addressed by your organization’s general counsel, tax advisor, or an attorney who specializes in this 
practice area.
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