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Program Overview and Section I: 
HIPAA Rule Refresher and Understanding 

Application of the Security Rule

1. HIPAA Rule Refresher and Understanding the Application of the 
Security Rule

• Defining Ransomware and HIPAA as a Defense Against Ransomware 
Attacks

• Detection of Ransomware Attacks
• The HIPAA Response to a Ransomware Attack
• A Case Study in Ransomware Attacks and Key Takeaways
• Question & Answer Session
• Appendix A—Quick Response Checklist from OCR
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Review of the HIPAA Privacy Rule
SAFEGUARDS
Requires covered entities to maintain adequate safeguards1
EXCEPTIONS
Outlines the non-disclosure exceptions (general and individual)2
INDIVIDUAL RIGHTS
Outlines individual rights of inspection, duplication and correction of PHI3
BAs/CONTRACTORS
Defines the business associate relationship and required agreements4
BREACH
Outlines the requirements of the Breach Notification Rule5
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Review of the HIPAA Security Rule

CREATION
Outlines rules related to the creation of electronic form PHI1
RECEIPT
Outlines rules related to the receipt of electronic form PHI2
MAINTENANCE
Outlines rules related to the maintenance of electronic form PHI3
TRANSFER
Outlines rules related to the transfer of electronic form PHI4
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Review of the HIPAA Enforcement Rule

RESPONSIBILITIES
Defines compliance responsibilities for covered entities1
INVESTIGATIONS
Details the conduct and scope of agency investigations2
PENALTIES
Outlines the civil monetary penalty structure3
HEARINGS & APPEALS
Outlines administrative procedures for hearings and appeals4
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Review of the HIPAA Breach Notification Rule

INDIVIDUAL NOTICE
Defines individual notice regarding scope, harm, responsibility and remedy1
FILINGS
Outlines agency (HHS) and media notifications (+500 victims) for breach2
ANNUAL NOTICES
Outlines annual notice to HHS for breach of unsecured PHI/e-PHI3
BAs/CONTRACTORS
Defines individual, media and agency notifications by BAs and contractors4
BURDEN OF PROOF
Covered entities must retain records of breach corrections for 6 years5
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Section II

Defining Ransomware and HIPAA as a Defense 
Against Ransomware Attacks
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The HIPAA Security Pre-quiz
Are You Ready for an Attack?

Do you have a Security Officer?

Do you have written policies and procedures governing the handling of protected health information within 
your organization?

Are appropriate physical controls, for example, location security and locking mechanisms, in use at your 
organization?

Are appropriate administrative controls, for example, training, assessments, and appointments, in place at 
your organization?

Do you perform data back-ups and test restorations?

Are appropriate technical controls, for example, access controls, audit controls, and encryption, in use at your 
organization?

Are workforce members (including management) trained on the proper use and handling of devices and 
media to safeguard ePHI?

Have you performed a security and privacy risk assessment?
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What is Ransomware?
Defining the Problem

• Ransomware is a type of malware (malicious software) distinct from 
other malware; its defining characteristic is that it attempts to 
deny access to a user’s data, usually by encrypting the data with 
a key known only to the hacker who deployed the malware, until a 
ransom is paid. 

• After the user’s data is encrypted, the ransomware directs the user 
to pay the ransom to the hacker (usually in a cryptocurrency, 
such as Bitcoin) in order to receive a decryption key. 

• However, hackers may deploy ransomware that also destroys or 
exfiltrates data, or ransomware in conjunction with other malware 
that does so. 
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Why is the Security Rule Important?

$209 Million Paid in to Security Criminals in Q1 of 2016

Nearly 50% of all Companies were hit by an Attack in 2016

600% growth in new ransomware families since Dec. 2015

“Ransomware is the Number One Security Concern for Organizations”

Less than 50% of Organizations Recover Information Lost in a Security Attack, 
Even with Backups

www.barkly.com

www.blog.barkly.com

www.proofpoint.com

Osterman Research

CNN Money

Disturbing Trends in Information Management and Breach Events
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Staggering Trends with Respect to 
Ransomware Deployment

• According to Cybersecurity Ventures, ransomware damages were predicted to 
exceed $8 billion in 2018. (Source: Cybersecurity Ventures)

• The Baltimore City government was hit with a massive ransomware attack in 2019 that 
left it crippled for over a month, with a loss value of over $18 million. 
(Source: Baltimore Sun)

• The Ryuk ransomware is responsible for the large rise in ransomware payment costs. 
Ryuk demands $288,000 per incident, on average, compared to around $10,000 
demanded by other ransomware. (Source: Coveware)

• The city of Riviera Beach in Florida paid a $600,000 ransom in June 2019 to recover 
files following a ransomware attack. (Source: CBS News)

• Multiple health care providers were hit with ransomware in early 2019 and paid the 
ransom to retrieve files. One paid $75,000 to recover its encrypted files.
(Source: Health IT Security)
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Staggering Trends with Respect to 
Ransomware Deployment (continued)

• Ransomware downtime costs organizations more than $64,000 on average. 
(Source: Coveware)

• Ransomware is costing businesses more than $75 billion per year. (Source: Datto)

• The FBI suggests ransomware payments are totaling around $1 billion. (Source: Datto)

• Businesses lost around $8,500 per hour due to ransomware-induced downtime. 
(Source: Govtech)

• A tenth of all businesses reporting stated their ransom demand was $5,000 or more. 
(Source: Datto)

• Nearly 40 percent of ransomware victims paid the ransom. (Source: Malwarebytes)

• An IBM study noted that a quarter of business executives would be willing to pay 
between $20,000 and $50,000 to regain access to encrypted data. (Source: IBM)

• FedEx attributed a $300 million loss in its Q1 2017 earnings report to the 
NotPetya ransomware attack. The company reportedly did not have cybersecurity 
insurance. (Source: Reuters)
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Ransomware Attacks are the Most Pervasive 
of Security Concerns

What is Ransomware?

• Ransomware exploits human and technical weaknesses to gain access to an 
organization’s technical infrastructure in order to deny the organization access to its own data 
by encrypting that data. 

• There are measures known to be effective to prevent the introduction of ransomware 
and to recover from a ransomware attack.

• This program describes ransomware attack prevention and recovery from an employee-benefits 
perspective, including the role the Health Insurance Portability and Accountability Act 
(HIPAA) has in assisting HIPAA covered entities and business associates to prevent and 
recover from ransomware attacks, and how HIPAA breach notification processes should be 
managed in response to a ransomware attack. 

1United States Government Interagency Guidance Document, How to Protect Your Networks from Ransomware available at https://www.justice.gov/criminal-ccips/file/872771/download. 

There have been +4,000 daily ransomware attacks since 2016 
(a 300% increase over the attacks reported in late 2015).1
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The Expected and Unexpected Costs 
of Data Breach

Examples of Monetary Costs Incurred as a Result of a Data Breach
Cost of breach notifications

Defending lawsuits and complaints

Potential loss of business due to a loss of confidence with customers

Employee and union relations issues

Investigation and data restoration, as well as other forensic expenses

Hardware and software replacement costs

Hiring of crisis communications or public relations consultants, breach response consultants, 
legal counsel, and security specialists

Responding to and defending government investigations
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HIPAA Compliance as a Tool to Prevent 
Malware Infections

What Do the Security Rule’s Implementation Specifications Require?

Implementing a Security Management Process
• CFR § 164.308(a)(1); CFR § 164.310(c)—Includes conducting a risk analysis to identify threats and vulnerabilities to 

electronic protected health information (e-PHI) and implementing security measures to mitigate or remediate those 
identified risks

Implementing procedures to guard against and detect malicious software
• CFR § 164.308(a)(5)

Training users to identify malicious software so they can assist in detecting infections
• CFR § 164.308(a)(5)

Implementing access controls to limit access to e-PHI to only those requiring access
• CFR § 164.312(a)(1)
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HIPAA Compliance as a Tool to Prevent 
Malware Infections

What Do the Security Rule’s Implementation Specifications Require?
The Security Management Process standard of the Security Rule includes requirements 
for all covered entities and business associates to:

• Conduct an accurate and thorough risk analysis of the potential risks 
and vulnerabilities to the:

INTEGRITYCONFIDENTIALITY AVAILABILITY 

of all of the ePHI the entities create, receive, maintain, or transmit.
• Implement security measures sufficient to reduce those identified 

risks and vulnerabilities to a reasonable and appropriate level. 
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HIPAA Compliance as a Tool to Prevent 
Malware Infections

What Do the Security Rule’s Implementation Specifications Require?
• The HIPAA Security Rule requires covered entities and business associates to implement policies and 

procedures that can assist an entity in responding to and recovering from a ransomware attack:

• Maintaining frequent backups and ensuring the ability to recover data from backups is crucial to 
recovering from a ransomware attack. 

• Test restorations should be periodically conducted to verify the integrity of backed up data and provide 
confidence in an organization’s data restoration capabilities. 

• Entities should consider maintaining backups offline and unavailable from their networks. 

Implement
a data
backup

plan

Conduct disaster 
recovery planning

Conduct 
emergency 
operations 
planning

Analyze the 
criticality of 

applications and 
data

Conduct periodic 
testing of 

contingency plans
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HIPAA Compliance as a Tool to Prevent 
Malware Infections

What Do the Security Rule’s Implementation Specifications Require?

145 C.F.R. 164.308(a)(6)

• Security incident procedures, including procedures for responding to 
and reporting security incidents, are also required by HIPAA.1

• An entity’s security incident procedures should prepare it to respond to 
various types of security incidents, including ransomware attacks. 

• Robust security incident procedures for responding to a ransomware 
attack should include processes to: 
̶ Detect and conduct an initial analysis of the ransomware; 
̶ Contain the impact and propagation of the ransomware;
̶ Eradicate the instances of ransomware and mitigate or remediate vulnerabilities; 
̶ Recover attacks by restoring data lost during the attack and return to “business 

as usual” operations; and,
̶ Conduct post-incident activities. 
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Section III

Detection of a Ransomware Attack
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Detection of a Ransomware Attack 

Generally, an entity is alerted to the presence of ransomware only after the 
ransomware has encrypted the user’s data and alerted the user to its presence 
to demand payment. 
However, in some cases, an entity’s workforce may notice early 
indications of a ransomware attack that has evaded the entity’s 
security measures:
• User’s realization that a link that was clicked on, a file attachment opened, or a 

website visited may have been malicious in nature; 
• Increase in activity in the central processing unit (CPU) of a computer and disk 

activity for no apparent reason; 
• An inability to access certain files as the ransomware encrypts, deletes and re-names 

and/or re-locates data; and 
• Detection of suspicious network communications between the ransomware and the 

attackers’ control server(s). 

The Entity’s Workforce May Notice Early Signs of an Infection
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Detection of a Ransomware Attack
An Entity’s First Steps*

Initiate Segregate Notify
• The presence of ransomware 

(or any malware) on a 
covered entity’s or business 
associate’s computer 
systems is a security incident 
under the HIPAA Security 
Rule. 

• Once the ransomware is 
detected, the covered entity 
or business associate must 
initiate its security incident 
and response and reporting 
procedures.

• The entity should 
immediately activate its 
security incident response 
plan, which should include 
measures to isolate the 
infected computer systems in 
order to halt propagation of 
the attack.

• It is recommended that an 
entity infected with 
ransomware contact its local 
FBI or United States Secret 
Service field office. These 
agencies work with Federal, 
state, local and international 
partners to pursue cyber 
criminals globally and assist 
victims of cybercrime.

* See Appendix A—Quick Response Checklist from OCR 
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Detection of a Ransomware Attack

• Determine the scope of the incident to identify what 
networks, systems, or applications are affected; 

• Determine the origination of the incident 
(who/what/where/when); 

• Determine whether the incident is finished, is ongoing or 
has propagated additional incidents throughout the 
environment; and 

• Determine how the incident occurred (e.g., tools and 
attack methods used, vulnerabilities exploited). 

Perform the Initial Analysis of the Attack
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Detection of a Ransomware Attack

Subsequent security incident response activities should include steps to: 
• Contain the impact and propagation of the ransomware; 
• Eradicate the instances of ransomware and mitigate or remediate 

vulnerabilities that permitted the ransomware attack and propagation; 
• Recover from the ransomware attack by restoring data lost during the 

attack and returning to “business as usual” operations; and 
• Conduct post-incident activities, which could include a deeper analysis of 

the evidence to determine if the entity has any regulatory, contractual or other 
obligations as a result of the incident (such as providing notification of a 
breach of PHI). 

Perform the Initial Response to the Attack
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Section IV

The HIPAA Response to a Ransomware Attack
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Is a Ransomware Attack a HIPAA Breach?
A Fact-Specific Analysis is Required

Whether the presence of ransomware would be a breach under the HIPAA Rules 
is a fact-specific determination. 
A breach under the HIPAA Rules is defined as, “ . . . the acquisition, access, 
use, or disclosure of PHI in a manner not permitted under the [HIPAA 
Privacy Rule] which compromises the security or privacy of the PHI.” 
When electronic protected health information (ePHI) is encrypted as the result of 
a ransomware attack, a breach has occurred because the ePHI encrypted by 
the ransomware was acquired (i.e., unauthorized individuals have taken 
possession or control of the information), and thus is a “disclosure” . 

BreachAccessAnalysisEvent
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Responding to a Ransomware/Breach Event

Unless the covered entity or business associate can demonstrate that 
there is a “ . . . low probability that the PHI has been 
compromised,” based on the factors set forth in the Breach 
Notification Rule, a breach of PHI is presumed to have occurred. 
The entity must then comply with the applicable breach 
notification provisions, including notification to affected individuals 
without unreasonable delay, to the Secretary of HHS, and to the media 
(for breaches affecting over 500 individuals) in accordance with HIPAA 
breach notification requirements. See 45 C.F.R. 164.400-414.

Initial Steps for the Incident Response
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Responding to a Ransomware/Breach Event

To demonstrate there is a low probability that the protected 
health information (PHI) has been compromised because of a 
breach, a risk assessment should be conducted considering at 
least the following four factors:
1. The nature and extent of the PHI involved, including the types 

of identifiers and the likelihood of re-identification; 
2. The unauthorized person to whom the disclosure of PHI 

was made; 
3. Whether the PHI was actually acquired or viewed; and 
4. The extent to which the risk to the PHI has been mitigated. 

Establishing a Low Probability a Breach Has Occurred—The 4 Factor Analysis
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Responding to a Ransomware/Breach Event 

Identifying the malware involved can assist an entity to determine:
• What algorithmic steps the malware is programmed to perform;
• How or if a particular malware variant may laterally propagate throughout an entity’s 

enterprise; 
• What types of data the malware is searching for; 
• Whether the malware may attempt to exfiltrate data;
• Whether the malware deposits hidden malicious software or exploits vulnerabilities to 

provide future unauthorized access; 
• * Whether there is a high risk of unavailability of the data; or, 
• * Whether there is a high risk to the integrity of the data. 

* In those cases, entities must provide notification to individuals without 
unreasonable delay, particularly given that any delay may impact health 
care service and patient safety. 

Identification of the Specific Malware Used and the Breaching Entity are Required
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Responding to Ransomware/Breach Event

• With respect to considering the extent to which the risk to PHI has been mitigated 
(the fourth factor), the entity may wish to consider the impact of the 
ransomware on the integrity of the PHI.

• Frequently, ransomware, after encrypting the data it was seeking, deletes the 
original data and leaves only the data in encrypted form. 

• An entity may be able to show mitigation of the impact of a ransomware attack 
affecting the integrity of PHI through the implementation of robust 
contingency plans including disaster recovery and data backup plans. 

• Conducting frequent backups and ensuring the ability to recover data 
from backups is crucial to recovering from a ransomware attack and ensuring 
the integrity of PHI affected by ransomware. 

• Test restorations should be conducted to verify the integrity of backed 
up data and provide confidence in an organization’s data restoration capabilities. 

Consideration of Whether the Risk to PHI is Mitigated
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Responding to a Ransomware/Breach Event

• The risk assessment to determine whether there is a low probability of 
compromise of the PHI must be thorough, completed in good faith and reach 
conclusions that are reasonable given the circumstances. 

• Furthermore, in accordance with 45 C.F.R. 164.530(j)(iv)), covered entities and business 
associates must maintain supporting documentation sufficient to meet their burden 
of proof (see 45 C.F.R. 164.414) regarding the breach assessment—and if applicable, 
notification—process including: 
1. documentation of the risk assessment demonstrating the conclusions reached; 
2. documentation of any exceptions determined to be applicable to the 

impermissible use or disclosure (see 45 C.F.R. 164.402(1)) of the PHI; and 
3. documentation demonstrating that all notifications were made, if a 

determination was made that the impermissible use or disclosure was a reportable 
breach. 

Thorough Analysis is Required to Establish a Low Probability of Compromise
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Is a Ransomware Attack of Encrypted Data 
a HIPAA Breach?

A Fact-specific Analysis is Required

The HIPAA breach notification provisions apply to “unsecured PHI” 
which is protected health information (PHI) that is not secured through 
the use of a technology or methodology specified by the Secretary in guidance. 
If the electronic PHI (ePHI) is encrypted by the entity in a manner consistent with 
the Agency Guidance to Render Unsecured Protected Health Information 
Unusable, Unreadable, or Indecipherable to Unauthorized Individuals 
such that it is no longer “unsecured PHI,” then the entity is not required to 
conduct a risk assessment to determine if there is a low probability of 
compromise, and breach notification is not required. 

NoticeBreachAccessAnalysisEvent

Available at http://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html 
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Section V

A Case Study in Ransomware Attack and 
Key Takeaways
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A Case Study in Ransomware Attack

• Consider the case of a networked, PHI-assessable laptop.
• Even where the PHI is encrypted in accordance with HHS guidance, 

additional analysis may still be required to ensure that the 
encryption solution has rendered the affected PHI unreadable, 
unusable and indecipherable to unauthorized persons. 

• A full disk encryption solution may render the data on a computer 
system’s hard drive unreadable, unusable and indecipherable to 
unauthorized persons while the system is powered down. 

• Once the computer system is powered on and the operating 
system is loaded, however, many full disk encryption solutions will 
transparently decrypt and encrypt files accessed by the user. 

The Encrypted Business Laptop
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A Case Study in a Ransomware Attack
Remember the Standard

Unreadable Unusable Indecipherable

Electronic PHI has been encrypted as specified in the HIPAA Security Rule when the
data is transformed into a form in which there is a low probability of assigning meaning
without use of a confidential process or key and such confidential process or key
that might enable decryption has not been breached.

To avoid a breach of the confidential process or key, these decryption tools should be
stored on a device or at a location separate from the data they are used to
encrypt or decrypt.
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A Case Study in Ransomware Attack

If the laptop is in use by an authenticated user, who then performs 
an action that infects the laptop with ransomware, there could be a breach 
of PHI. 
If full disk encryption is the only encryption solution in use to protect the 
PHI and if the ransomware accesses the file containing the PHI, the file 
containing the PHI will be transparently decrypted by the full disk 
encryption solution and access permitted with the same access levels 
granted to
the user. 
Because the file containing the PHI was decrypted and thus 
“unsecured PHI” at the point in time when the ransomware 
accessed the file, an impermissible disclosure of PHI was made 
and a breach is presumed. 

The Encrypted Business Laptop
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OCR’s Back to Basics
Steps to Promote Cybersecurity

Use Strong Passwords Conduct Regular Training Use Multi-factor 
Authentication

• Always use strong 
passwords.

• Recent research suggests 
users should also consider 
using “passphrases,” which 
are sentences that may be 
easier to remember than a 
very complex password.

• Do not use passwords or 
phrases that would be easy 
to guess, such as a pet’s 
name or your birthdate.

• Train staff regularly on 
important cyber security 
issues, such as how to spot 
phishing e-mails and 
when/who to report possible 
cyber incidents to in your 
business. 

• Teach staff to recognize 
phishing email and other 
suspect communications.

• A username and password 
may not be adequate to 
protect sensitive information. 

• As part of its risk analysis, an 
entity should determine what 
authentication schemes to 
use to protect its systems 
and sensitive information. 

• Multi-factor authentication 
typically includes a password 
and additional security 
measures, such as a 
thumbprint or key card.
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OCR’s Back to Basics
Steps to Promote Cybersecurity

Critical Updates and 
Patching

Take Care with Portable 
Devices Do Not Wait to Report

• Update and patch systems 
and applications regularly.

• Updates and patches often 
fix critical security 
vulnerabilities.

• Be cautious plugging a 
phone, USB, or other 
portable device into a secure 
computer or network. 

• Portable storage devices may 
not be as secure and may 
contain malicious software 
that could corrupt a secure 
network. 

• Follow organizational policies 
on the use of such devices, 
which could include 
prohibitions on the use of 
personal devices.

• Do not wait to report 
possible cybersecurity 
threats to the right people in 
your organization. 

• Time is often critical during a 
cyber-incident, so if you 
suspect a cyber-threat, 
report it right away. 
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OCR’s Back to Basics
Steps to Promote Cybersecurity

Plan Ahead for a Breach Promptly Respond to 
Breaches Always Report Breaches

• CEs and BAs are required to have 
security incident procedures and 
response plans in place, as well 
as contingency plans to ensure 
effective, concentrated, and 
coordinated means to respond to 
and recover from security 
incidents. 

• These policies, procedures, and 
plans should provide a roadmap 
for response and recovery 
activities, be approved by 
management, and be reviewed 
and tested regularly.

• Once a security incident is 
detected, take immediate steps to 
analyze the incident and to:
̶ Contain its impact and 

propagation, 
̶ Eradicate the incident, 
̶ Remediate vulnerabilities that 

permitted the incident, 
̶ Recover from the incident, and
̶ Conduct post-incident 

activities.
• Take steps to mitigate any 

impermissible disclosure of 
protected health information. 

• Breaches of e-PHI affecting more 
than 500 individuals must be 
reported to OCR, affected 
individuals, and the media as 
soon as possible (not later than 
60 days after the breach). 

• Breaches affecting fewer than 
500 individuals must be reported 
to the affected individuals as soon 
as possible (not later than 60 
days after the breach).

• OCR encourages entities to report 
all cyber threat indicators to 
federal information-sharing and 
analysis organizations (ISAOs).
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Key Takeaways
Top 10 Tips for Cybersecurity

https://www.healthit.gov/providers-professionals-newsroom/top-10-tips-cybersecurity-health-care

Plan for the Unexpected

Control Access to PHI

Use Strong Passwords and 
Change Often

Limit Network Access

Control Physical Access

Establish a Security 
Culture

Protect Mobile Devices

Maintain Good 
Computer Habits

Use a Firewall

Install and Maintain 
Anti-Virus Software
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Section VI

Question and Answer Session
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Section VII

Appendix A—Quick Response Checklist from OCR
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Appendix A

My entity just experienced a cyber-attack! What do we do now? 
A Quick-Response Checklist from the HHS, Office for Civil Rights (OCR)
Has your entity just experienced a ransomware attack or other cyber-related security 
incident and you are wondering what to do now? This guide explains, in brief, the steps 
for a HIPAA covered entity or its business associate (the entity) to take in response to a 
cyber-related security incident. In the event of a cyber-attack or similar emergency an 
entity: 
1. Must execute its response and mitigation procedures and contingency 

plans. For example, the entity should immediately fix any technical or other 
problems to stop the incident. The entity should also take steps to mitigate any 
impermissible disclosure of protected health information, which may be done by the 
entity’s own information technology staff, or by an outside entity brought in to help 
(which would be a business associate, if it has access to protected health information 
for that purpose). 

Cyber-Attack Checklist
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Appendix A

2. Should report the crime to other law enforcement agencies, which may 
include state or local law enforcement, the Federal Bureau of Investigation 
(FBI), and/or the Secret Service. Any such reports should not include protected 
health information, unless otherwise permitted by the HIPAA Privacy Rule. If a law 
enforcement official tells the entity that any potential breach report would impede a 
criminal investigation or harm national security, the entity must delay reporting a 
breach (see below) for the time the law enforcement official requests in writing, or 
for 30 days, if the request is made orally.

3. Should report all cyber threat indicators to federal and information-
sharing and analysis organizations (ISAOs), including the Department of 
Homeland Security, the HHS Assistant Secretary for Preparedness and 
Response, and private-sector cyber-threat ISAOs. Any such reports should not 
include protected health information. OCR does not receive such reports from its 
federal or HHS partners.

Cyber-Attack Checklist
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Appendix A

4. Must report the breach to OCR as soon as possible, but no later than 60 
days after the discovery of a breach affecting 500 or more individuals, and 
notify affected individuals and the media unless a law enforcement official 
has requested a delay in the reporting. OCR presumes all cyber-related security 
incidents where protected health information was accessed, acquired, used, or 
disclosed are reportable breaches unless the information was encrypted by the entity 
at the time of the incident or the entity determines, through a written risk 
assessment, that there was a low probability that the information was compromised 
during the breach. An entity that discovers a breach affecting fewer than 500 
individuals has an obligation to notify: individuals without unreasonable delay, but no 
later than 60 days after discovery; and OCR within 60 days after the end of the 
calendar year in which the breach was discovered. 

*OCR considers all mitigation efforts taken by the entity during in any particular breach investigation. 
Such efforts include voluntary sharing of breach-related information with law enforcement agencies 
and other federal and analysis organizations as described above. 

Cyber-Attack Checklist
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