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Retirement Plan Cybersecurity
Regulatory Structure
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The United States has
• No comprehensive national law or regulations covering 

cybersecurity
• No uniform framework for measuring cyber protection 

effectiveness
• No comprehensive federal regulations governing 

retirement plan cybersecurity
• New in 2021: The DOL issued informal guidance 

outlining best practice and tips for plan fiduciaries as it 
relates to retirement plan cybersecurity 

Retirement Plan Cybersecurity
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On April 14, 2021, the DOL issued retirement plan cybersecurity best practice 
guidance. The guidance was issued for retirement plan sponsors and fiduciaries 
regulated under the Employee Retirement Income Security Act  (“ERISA”).  This is 
the first guidance issued to retirement plan stakeholders and appears to establish a 
framework for sponsors and fiduciaries to hire service providers, establish 
cybersecurity program best practices, and to educate plan participants and 
beneficiaries to help protect their own data. 
• The guidance states that ERISA requires plan fiduciaries to take appropriate 

precautions to mitigate the internal and external cybersecurity threats
• Suggests ‘tips’ and best practices for selecting service providers, but also on-

going monitoring of the service providers 
• Depending on who is responsible for plan-related IT systems and data, a plan 

sponsor and administrators internal teams, as well as service providers, will need 
to self-monitor in accordance with these procedures 

Retirement Plan Cybersecurity
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Retirement Plan Cybersecurity
A Fiduciary Function, Informally
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ERISA fiduciaries are subject to the prudent expert standard of care 
and owe a duty of loyalty to the plan participants. 
A prudent expert acts with the care, skill and diligence that the 
circumstances call for a person of like character and like aims to use. 
Fiduciaries must discharge their duties solely in the interest of plan 
participants and beneficiaries for the exclusive purpose of providing 
benefits to those participants and beneficiaries.
(ERISA § 404)

Retirement Plan Cybersecurity

15B-7



Informally: ERISA requires plan fiduciaries to mitigate cybersecurity threats 
• In its news release outlining its informal guidance, the DOL stated that 

ERISA requires plan fiduciaries to take appropriate precautions to mitigate 
the internal and external cybersecurity threats.   

• This is a clear statement from the DOL that it is a fiduciary duty to 
proactively address cybersecurity risks.  

• This is not formal guidance, but it is a good indication of the DOL’s position 
and a possible indication that more formal guidance may be forthcoming.

• Despite its informality, plan fiduciaries should closely review and adhere to 
the guidance:

– Insurance companies will be looking for compliance with these rules for cyber liability  
– Participants have the ability to claim a breach of fiduciary duty and now have some 

guidance, although informal 

Retirement Plan Cybersecurity

15B-8



Retirement Plan Cybersecurity

1. Under ERISA, a cybersecurity breach is not automatically a fiduciary breach. 
2. Failure to avoid, mitigate or respond to a cybersecurity breach may create a 

fiduciary breach. The DOL’s informal guidance says as much. 
3. ERISA fiduciary liability rules are rooted in the duty to act with prudence. 
4. It’s difficult to argue that a prudent expert would not consider and react to cyber-

risks. 
5. The protection of plan assets and participant information is not the sole 

responsibility of external plan recordkeepers and third-party administrators (TPAs). 
6. The DOL’s informal guidance indicates plan fiduciaries should engage and contract 

with external partners with the cybersecurity best practices in mind, which 
includes on-going monitoring 

Is cybersecurity a fiduciary function?
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• $14.5 million cash settlement
• The recordkeeper gained valuable, private and sensitive information - contact 

information, investment choices, account asset size, employment status, age, 
and proximity to retirement

• The recordkeeper used the data to sell investment products outside the plan
• Plaintiffs argued this data was a plan asset
• Settlement requires the Plan Sponsor to prohibit the recordkeeper from using 

participant information to market, or sell unrelated products or services to the 
participants, unless a request for such products or services is initiated 

Retirement Plan Cybersecurity
Misuse of plan participant information
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Breach of Fiduciary Duties—Broader Cybersecurity Responsibilities

Retirement Plan Cybersecurity

Barnett v. Abbott Laboratories et. al.

No. 2020 CV 2127, (N.D. Ill. Filed April 3, 2020) 

• The participant’s suit made a breach of 
fiduciary duties claim for approximately 
$245,000 in benefits, plus earnings and fees. 

• Ultimately dismissed but highlighted the need 
for awareness and understanding on internal 
and vendor controls over participant 
information.  

Leventhal v. M and Marblestone Grp., LLC 
(2020 E.D. PA) 2020 WL 274574 

• After $400,000 was fraudulently 
withdrawn from a plan participant’s 
account, the participant sued the plan 
sponsor, the third-party administrator, and 
the plan custodian. The third-party 
administrator counter-sued the plan 
sponsor, alleging carelessness with 
cybersecurity protocols. 

Mandli v. American Trust Company

(2021 W.D. WI) 21-CV-18

• Plaintiff alleged that American Trust was a 
fiduciary and that it had a duty to 
administer the plan in accordance with its 
terms and purpose, the duty of loyalty, the 
duty to administer the plan as a prudent 
person would by exercising reasonable 
care, skill, and caution, the duty of 
honesty and candor. 
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Retirement Plan Cybersecurity

Barnett v. Abbott Laboratories et. al.

No. 2020 CV 2127, (N.D. Ill. Filed April 3, 2020) 

• According to the plaintiff’s claim, a cyber 
thief used the “forgot my password” feature 
on the plan’s online recordkeeping platform 
to access her account. The thief ended up 
taking a large, unauthorized distribution 
from the account. The participant’s suit 
made a breach of fiduciary duties claim for 
approximately $245,000 in benefits, plus 
earnings and fees.

• The plan’s recordkeeper has been audited 
by the DOL has been subjected to prior 
suits relating to security issues, which can 
serve as the basis for the argument that 
Abbott Labs did not act as prudently as 
they should have in selecting their service 
providers. This case underscores the 
urgency in enacting and complying with 
prudent procedures to protect the electronic 
security of participant accounts, especially 
during a time where participant withdrawal 
requests are on the rise. 

Leventhal v. M and Marblestone Grp., LLC 
(2020 E.D. PA) 2020 WL 274574 

• Here, the plaintiff sued both the plan 
sponsor, administrator and third party 
administer for breach fiduciary duty. 

• The third-party administrator was allowed 
to counter sue the employer because it 
allowed the plaintiff to use her personal 
email for work, which enabled the 
fraudulent withdrawal.  The third-party 
administrator claimed that the actions of 
the plan sponsor (i.e., there were lapses in 
cybersecurity protocols) that contributed to 
the losses.   

Mandli v. American Trust Company

(2021 W.D. WI) 21-CV-18

• An unauthorized distribution of the plaintiffs
retirement account triggered this lawsuit.  
The unauthorized request was initiated by a 
phone call to the recordkeeper from a 
phone number that was not in the plaintiff’s 
participant records. The distribution forms 
were signed electronically, using a generic 
electronic script, and the in-service 
withdrawal was directed to what appeared 
to be a newly created bank account.  The 
plaintiff alleged that the recordkeeper did 
not mail or email any notification of the 
distribution, change in bank information, 
and failed to verify the identify of the 
person calling for a distribution.   

• The plaintiff alleged that the recordkeeper
did not reveal, concealed fact around the 
distribution

Breach of Fiduciary Duties—Broader Cybersecurity Responsibilities
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Retirement Plan Cybersecurity
Taking a Prudent Approach
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Prevention-the first imperative

Retirement Plan Cybersecurity

• Work with corporate IT to put safeguards in place
• Have clear sight into: 

– How data is collected, held and classified 
– Who has access
– Which laws apply

• Invest in technology
– Critical to recognize cyberattacks and stop them

• Implement and test a disaster recovery plan that includes employee benefits
• Limit information access solely to people who need it, and require them to 

authenticate their identity before accessing 
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Conduct Plan Provider Security Assessments

Retirement Plan Cybersecurity

• Focus on process items
• Document your assessment process

– SOC-1 and SOC-2 reports
• “Destructive information cycle”

– Providers reveal limited information about cyber defenses
– Hackers learn from extensive information and adapt methods

• Inquire about indemnification in the event of a cyber breach
• Require an external audit of their cyber security protocols, and expect access 

to the audit report
• See Cybersecurity whitepaper for detailed considerations and checklists
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Encourage participants to

Retirement Plan Cybersecurity

• Set up an online account
– Without an online account, participant’s vulnerability to fraud is greatly increased 
– Hackers can set up new online accounts and gain access to a participant’s funds
– Make multi-factor authentication available for participants to use 

• Manage their passwords
– Choose strong passwords that are hard to guess
– Change passwords frequently.
– Store passwords with care—Do not leave passwords on a desk, table or counter for others to 

see.
• Log out completely from plan-related web or intranet sites
• Keep personal contact information current 
• Be wary of public Wi-Fi
• Use antivirus software 
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Common Cyberattacks

Retirement Plan Cybersecurity

Phishing
• Fraudulent emails that fake the identity of a reputable source
• Infiltrated through emails targeting individuals
• Intent is to steal sensitive data, most commonly login information as 

it relates to retirement plan information
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Common Cyberattacks

Retirement Plan Cybersecurity

Ransomware
• Malicious software encrypts hard drives and denies access until 

money is paid
• Spread through phishing emails redirecting users to an affected 

website and downloading the ransomware
• Data recovery a difficult process, no guarantee that data can be 

retrieved
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Retirement Plan Cybersecurity

Wire Transfer Email Fraud
• A cyberattacker poses as a senior executive or a vendor requesting a 

wire transfer
• The email can seem conversational, routinely asking about the 

employee’s late payment for an invoice that could result in a 
surcharge if not handled immediately

Common Cyberattacks
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Key Takeaways
• The retirement plan cybersecurity environment is 

undergoing significant, accelerating evolution
• Precise fiduciary obligations of plan sponsors with 

respect to plan and participant information are not yet 
clearly defined, but the DOL’s guidance is helpful and 
instructive

• The SEC, DOL, multiple states, and key industry 
organizations like the SPARK Institute and the ERISA 
Advisory Council are also working to regulate 
cybersecurity and develop increased protections
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Disclosures
Gallagher Fiduciary Advisors, LLC (“GFA”) is an SEC Registered Investment Advisor that provides retirement, investment advisory,
discretionary/named and independent fiduciary services. GFA is a limited liability company with Gallagher Benefit Services, Inc. as
its single member. GFA may pay referral fees or other remuneration to employees of AJG or its affiliates or to independent
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FINRA/SIPC. Triad is separately owned and other entities and/or marketing names, products or services referenced here are
independent of Triad. Neither Triad, Arthur J. Gallagher & Co., GFA, their affiliates nor representatives provide accounting, legal or
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This material was created to provide information on the subjects covered, but should not be regarded as a complete analysis of
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Three reminders!
1. Session evaluation is available

– On the conference app
– Online at www.iscebs.org/2022symp

2. CEBS designees—Be sure to report your 
Compliance credit.

• Turn in a white ticket as you leave the room.
OR

• Report this session individually at 
www.ifebp.org/myprofile

3. CE credit for other professions (green slip) 
must be turned in as you leave the room.

Thank You!

www.ifebp.org/myprofile

www.iscebs.org/2022symp
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